JAPPSA

PROJECT FOR PRIVACY &
SURVEILLANCE ACCOUNTABILITY

November 28, 2022

Via FOIA STAR

Director, Office of Information Policy (OIP)
United States Department of Justice

441 G Street, NW, 6th Floor

Washington, DC 20530

RE: Freedom of Information Act Appeal — FOIAPA Request No. 1556873-000

To Whom It May Concern:

On behalf of the Project for Privacy and Surveillance Accountability, Inc. (“PPSA”), 1
write to appeal the Federal Bureau of Investigation’s (“FBI”) response to the above-
captioned Freedom of Information Act (“FOIA”) request (the “Request”).?

The Request seeks two categories of records:

1. All agency records including but not limited to reports, rules, regulations,
memoranda, policies, communications, or training materials mentioning the level
of security clearance necessary to view or otherwise access decisions, orders, or
opinions issued by FISC or FISCR.

2. All agency records including but not limited to reports, rules, regulations,
memoranda, policies, communications, or training materials listing or otherwise
compiling information about the job titles and number of individuals authorized
to view or otherwise access decisions, orders, or opinions issued by FISC or FISCR.

As demonstrated below, the FBI's response to the Request was wholly inadequate,
and the FBI should be directed to conduct a search for responsive records and to release all
such non-exempt records immediately.

On August 30, 2022, the FBI issued its response to this Request, essentially refusing
to search for responsive records.2 But rather than forthrightly refusing to conduct a search,
the FBI relied on the appearance of a search. Indeed, the FBI stated that it had identified
and was “releasing documents from previous requests regarding your subject” “[i]n an effort
to provide you with responsive records as expeditiously as possible.” While the FBI’s

1 See Ltr. from G. Schaerr to FBI FOIA Officer, June 28, 2022 (Attachment A). This FOIA request contained
four subparts, to which the FBI assigned separate request numbers. This appeal relates to subparts 3 and 4
of that request.

2 See Ltr. from FBI to G. Schaerr, Aug. 30, 2022 (Attachment B).
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expeditious response may seem laudatory, its insufficiency becomes clear upon a closer
Inspection.

Indeed, the FBI did not expeditiously release documents while also conducting a
search for all responsive records. Rather, the FBI stated that it considered the
“expeditious[]” release of the earlier documents to “fulfill[]” the Request. Moreover, those
“documents” actually consisted only of a single heavily redacted document.3 By no stretch
of the imagination is this single document the only responsive record in the FBI’s possession.

Thus, as demonstrated below, the FBI's response falls far short of satisfying its
obligations under FOIA. Discontinuing a search after finding a single, previously released
record is evidence of a search that was not reasonably calculated to uncover all responsive
documents. That is made clear by the FBI's statement that PPSA could also request an
“additional search for records.”4 That is not PPSA’s job; PPSA already submitted a request
for all responsive records, and it need not request such a response again. FOIA, as shown
below, already requires the FBI to conduct a search for all responsive records, and it cannot
satisfy FOIA until it does so.

Moreover, even if this were the only responsive document in the FBI’s possession, the
unexplained extensive redactions cannot be justified. Accordingly, the Request should be
returned to the FBI with instructions to conduct the searches FOIA requires, and to release
additional non-exempt information or explain why that is not possible.

I. The FBI failed to conduct a reasonable search for responsive records.

As shown above, the FBI largely admits that it failed to conduct a reasonable search
for responsive records. That is reason enough to return the request to the FBI with
instructions that it comply fully with its statutory obligations. And, given the delay that the
FBI's deficient response has caused, the FBI should be ordered to complete that process
immediately.

As the D.C. Circuit explains, FOIA requires agencies to conduct a search “reasonably
calculated to uncover all relevant documents.” Valencia-Lucena v. U.S. Coast Guard, 180
F.3d 321, 325 (D.C. Cir. 1999) (emphasis added). The word “all” cannot be ignored. Indeed,
as the D.C. Circuit further explains, “the adequacy of a search is determined not by the fruits
of the search, but by the appropriateness of methods.” Hodge v. F.B.1., 703 F.3d 575, 579
(D.C. Cir. 2013) (cleaned up). Conducting half of a search (or less) is clearly an insufficient
method to “uncover all relevant documents.” Yet, that i1s all the FBI did here.

3 See Foreign Intelligence Surveillance Act and Standard Minimization Procedures Policy Guide
(Attachment C).

4 Attachment B.

Page 2 of 5



JAPPSA

PROJECT FOR PRIVACY &
SURVEILLANCE ACCOUNTABILITY

Indeed, the FBI concedes that it stopped searching for responsive records after
locating the single previously released document.? In doing so, the FBI did not state that it
made any other efforts to comply with FOIA. For instance, the FBI didn’t conclude that
additional searches would be burdensome. The FBI also didn’t conclude that additional
searches failed to identify any more records. Nor did the FBI state that the Request failed
to describe the requested records with sufficient detail. Rather, the FBI simply hoped that
releasing a single record would be enough, and that PPSA would not ask it to comply with
1ts statutory duty.

But the FBI cannot circumvent FOIA with such ease. Rather, it is well established
that FOIA requires “a good faith effort to conduct a search for the requested records, using
methods which can be reasonably expected to produce the information requested.” Oglesby
v. U.S. Dep’t of Army, 920 F.2d 57, 68 (D.C. Cir. 1990). Merely identifying and producing a
single potentially responsive record does not relieve the FBI of its duty to search for any
other records. Rather, each relevant subpart of PPSA’s Request sought “/a/ll agency
records” that identify criteria for accessing FISC or FISCR decisions.

Moreover, even with respect to the released record, the FBI failed to explain the
context in which it previously produced that record. For instance, the FBI does not explain
whether it released the record in response to a FOIA request that sought records similar to
those PPSA requested. Nor does the FBI explain whether, in response to that request, it
conducted a search for additional records and did not locate any such records. That
information is highly relevant to assessing the reasonableness of the FBI’s reliance on the
single previously produced document here.

So, as one would expect, the FBI’s perfunctory search failed to identify all responsive
records. Especially in light of the D.C. Circuit’s admonition that agencies must “construe a
FOIA request liberally,” Nation Mag., Washington Bureau v. U.S. Customs Serv., 71 F.3d
885, 890 (D.C. Cir. 1995), ignoring the request for all responsive records fails to satisfy FOIA.
And the FBI’s response further failed to comply with the Request’s instructions that “the
remaining records [should] be produced on a rolling basis.”® This instruction put the FBI on
notice that PPSA expected the FBI to search for and continue producing records until it
completed its response to the Request. Were there any doubt about the scope of the Request,
the inclusion of the word “all” should have put such doubt to rest, and informed the FBI that
releasing a single document without searching for other records would not fulfill the
Request.

5 Attachment A.
6 Id.

Page 3 of 5



JAPPSA

PROJECT FOR PRIVACY &
SURVEILLANCE ACCOUNTABILITY

Accordingly, the FBI clearly failed to comply with its FOIA obligations by arbitrarily
considering its partial response to “fulfill” the Request. The FBI should therefore be directed
to complete its processing of the Request immediately.

I1. The FBI also failed to comply with its obligation to release all non-exempt,
reasonably segregable records or portions of records.

The FBI's response fails for the additional reason that the released record is redacted
beyond all recognition. The FBI has the burden of demonstrating that its redactions and
withholdings are proper. See Pub. Emps. for Env’t Resp. v. Off. of Sci. & Tech. Pol’y, 825 F.
Supp. 2d 104, 109 (D.D.C. 2011). That is why, in litigation, the “agency must submit a
‘Vaughn index and/or accompanying affidavits or declarations’ that specifically explains why
certain documents were redacted or withheld.” Id. at 107. To be sure, the FBI is not required
to provide a full Vaughn index during the administrative process. Edmond v. U.S. Atty.,
959 F. Supp. 1, 5 (D.D.C. 1997). But it is equally true, as the D.C. Circuit explains, that “the
burden which the FOIA specifically places on the Government to show that the information
withheld is exempt from disclosure cannot be satisfied by the sweeping and conclusory
citation of an exemption,” as is the case for large parts of the document that the FBI released
to PPSA. Mead Data Cent. v. U.S. Dep’t of Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977).

For instance, the FBI withheld forty pages virtually in full without any explanation
beyond “b7E.”” But it is almost certain that those pages contain non-exempt material.
However, PPSA is at a clear disadvantage in attempting to show that the redactions include
non-exempt material, as PPSA does not have access to the unredacted information, and the
FBI has failed to provide any further explanation for its broad withholdings. The FBI is
essentially “holding a grab bag and saying, Tl give you this if you can tell me what’s in it!”
James T. O'Reilly, 1 Fed. Info. Discl. § 4:30 & n.16 (quoting Blanchard, A History of the
Federal Records Law, University of Missouri Freedom of Information Center Rep. No. 189
(1967)). FOIA clearly rejects this approach by placing the burden on agencies to explain
their withholdings.

Accordingly, given the FBI’s broad withholdings, which almost certainly include non-
exempt material, the FBI should be required to either release additional non-exempt
material or “provide a relatively detailed justification, specifically identifying the reasons
why a particular exemption is relevant and correlating those claims with the particular part
of a withheld document to which they apply.” Mead, 566 F.2d at 251. Otherwise, PPSA will
be required to obtain such an explanation through the litigation process.

7 Attachment C at 13-53.
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CONCLUSION

It may be that the FBI has no further responsive records, or that all such records are
subject to a FOIA exemption. But the FBI cannot satisfy its statutory obligations under
FOIA by conducting a perfunctory search that ignores the clear contents of the Request.
Additionally, the FBI cannot rely on broad redactions that withhold non-exempt material.
Accordingly, the Request should be returned to the FBI with directions to conduct a
thorough search for responsive records, and to either release additional non-exempt material
or provide a more adequate explanation for the redactions.

Thank you for your prompt attention to this important matter.

Sincerely,

Gene C. Schaerr
PPSA, Inc.
General Counsel

Page 5 of 5
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June 28, 2022

FOIA/PA Mail Referral Unit
Department of Justice

Room 115

LOC Building
Washington, DC 20530-0001
MRUFOIA.Requests@usdoj.gov

Dear FOIA Officer:

This is a request under the Freedom of Information Act, 5 U.S.C. § 552, regarding
opinions and appellate decisions by the U.S. Foreign Intelligence Surveillance Court
(FISC) and U.S. Foreign Intelligence Surveillance Court of Review (FISCR). This request

1s filed on

behalf of the Project for Privacy and Surveillance Accountability, Inc. (“PPSA”).

As an organization concerned with government surveillance accountability, PPSA is
concerned with the secrecy surrounding FISC and FISCR decisions.

Accordingly, PPSA seeks:
1. All decisions, orders, or opinions issued by FISC or FISCR since October

1, 1978.

To the extent not responsive to Item 1 above, all agency records listing
or otherwise compiling information about any decisions, orders, or
opinions issued by FISC or FISCR since October 1, 1978.

All agency records including but not limited to reports, rules,
regulations, memoranda, policies, communications, or training
materials mentioning the level of security clearance necessary to view
or otherwise access decisions, orders, or opinions issued by FISC or
FISCR.

All agency records including but not limited to reports, rules,
regulations, memoranda, policies, communications, or training
materials listing or otherwise compiling information about the job titles
and number of individuals authorized to view or otherwise access
decisions, orders, or opinions issued by FISC or FISCR.

Scope of Request:

PROJECT FOR PRIVACY & SURVEILLANCE ACCOUNTABILITY
1101 Connecticut Avenue NW, Suite 450, Washington, DC 20036
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For purposes of Items 3 and 4 of this request, the date range for responsive materials
encompasses those either created, altered, sent, or received between January 1, 2015 and
June 28, 2022. For all purposes of this request: (I) the terms “agency” and “records” shall
be construed in relation to the definitions codified in 5 U.S.C. § 552(f); and (II) this request
1s directed specifically at the following units and/or divisions within the Department of
Justice:

Drug Enforcement Administration
Federal Bureau of Investigation
National Security Division

Office of Legal Policy

Office of Privacy and Civil Liberties

Rather than physical production of any responsive records, we ask that you please
provide each record in electronic form. If a portion of responsive records may be produced
more readily than the remainder, we request that those records be produced first and that
the remaining records be produced on a rolling basis. Further, we recognize the possibility
that some responsive records may be exempt. To the extent possible, if redaction
under 5 U.S.C. § 552(b) can render a responsive but exempt record nonexempt,
please produce any such record in redacted form. We believe that redaction should
foreclose any need to issue a Glomar response, as anonymized and redacted production
would neither (1) reveal intelligence sources or methods nor (2) disclose any agency interest
(or lack thereof) in any particular individual.

We are prepared to pay up to $2000 for the material in question. Please contact me
if the fees associated with this request exceed that figure, or if you have any other questions
about this request.

Thank you in advance for your speedy attention and assistance.

Sincerely,

Gene C. Schaerr
PPSA, Inc.
General Counsel
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
August 30, 2022

MR. GENE C. SCHAERR

PROJECT FOR PRIVACY AND SURVEILLANCE ACCOUNTABILITY
SUITE 450

1101 CONNECTICUT AVENUE NORTHWEST

WASHINGTON, DC 20036

FOIPA Request No.: 1556873-000

Subject: U.S. Foreign Intelligence
Surveillance Court/U.S. Foreign Intelligence
Surveillance Court of Review

(All Reports, Rules, Regulations,
Memoranda, Policies, Communications, or
Training Materials Mentioning Criteria to
Access Decisions, Orders, and Opinions
January 1, 2015 to June 28, 2022)

Dear Mr. Schaerr:

The FBI has completed its search for records subject to the Freedom of Information Act (FOIA) that
are responsive to your request. The enclosed 79 pages of records were determined to be responsive to
your subject and were previously processed and released. Please see the selected paragraphs below for
relevant information specific to your request as well as the enclosed FBI FOIPA Addendum for standard
responses applicable to all requests.

v In an effort to provide you with responsive records as expeditiously as possible, we are
releasing documents from previous requests regarding your subject. We consider your
request fulfilled. Since we relied on previous results, additional records potentially
responsive to your subject may exist. If this release of previously processed material does
not satisfy your request, you may request an additional search for records. Submit your
request by mail to Initial Processing Operations Unit, 200 Constitution Drive,
Winchester, VA 22602, or by fax to (540) 868-4997. Please cite the FOIPA Request
Number in your correspondence.

[ Please be advised that additional records responsive to your subject exist. If this release
of previously processed material does not satisfy your request, you must advise us that
you want the additional records processed. Please submit your response within thirty (30)
days by mail to Initial Processing Operations Unit, 200 Constitution Drive,
Winchester, VA 22602, or by fax to (540) 868-4997.. Please cite the FOIPA Request
Number in your correspondence. If we do not receive your decision within thirty (30)
days of the date of this notification, your request will be closed.

r One or more of the enclosed records were transferred to the National Archives and
Records Administration (NARA). Although we retained a version of the records previously
processed pursuant to the FOIA, the original records are no longer in our possession.

If this release of the previously processed material does not satisfy your request, you may
file a FOIPA request with NARA at the following address:

National Archives and Records Administration
Special Access and FOIA

8601 Adelphi Road, Room 5500

College Park, MD 20740-6001



[ Records potentially responsive to your request were transferred to the National Archives
and Records Administration (NARA), and they were not previously processed pursuant to
the FOIA. You may file a request with NARA using the address above.

[ One or more of the enclosed records were destroyed. Although we retained a version of
the records previously processed pursuant to the FOIA, the original records are no longer
in our possession. Record retention and disposal is carried out under supervision of the
National Archives and Records Administration (NARA) , Title 44, United States Code,
Section 3301 as implemented by Title 36, Code of Federal Regulations, Part 1228; Title
44, United States Code, Section 3310 as implemented by Title 36, Code of Federal
Regulations, Part 1229.10.

[ Records potentially responsive to your request were destroyed. Since this material could
not be reviewed, it is not known if it was responsive to your request. Record retention and
disposal is carried out under supervision of the National Archives and Records
Administration (NARA) according to Title 44 United States Code Section 3301, Title 36
Code of Federal Regulations (CFR) Chapter 12 Sub-chapter B Part 1228, and 36 CFR
1229.10.

[ Documents or information referred to other Government agencies were not included in this
release.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to
your request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2”
includes additional standard responses that apply to all requests for records about yourself or any third party
individuals. “Part 3” includes general information about FBI records that you may find useful. Also
enclosed is our Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

Please be advised that if you are seeking a new search for records, you may wish to narrow the
scope of your request based on material that you have already received, e.g., timeframe or locality.
Additionally, be advised that “unusual circumstances” may apply. See 5 U.S.C. § 552 (a)(6)(B)(iii). These
“unusual circumstances” will delay our ability to make a determination on your request within 20 days. See 5
U.S.C. § 552 (a)(6)(B). Additionally, the payment of pertinent fees may apply to your request. See 5 U.S.C. §
552 (a)(4)(A)(viii). The application of “unusual circumstances” is not a determination of how the FBI will
respond to your substantive request.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this
request, you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an
appeal through OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or
electronically transmitted within ninety (90) days of the date of my response to your request. If you submit
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act
Appeal." Please cite the FOIPA Request Number assigned to your request so it may be easily identified.



http://www.fbi.gov/foia
https://www.justice.gov/oip/submit-and-track-request-or-appeal

You may seek dispute resolution services by emailing the FBI's FOIA Public Liaison at
foipaquestions@fbi.gov. The subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified. You may also
contact the Office of Government Information Services (OGIS). The contact information for OGIS is as
follows: Office of Government Information Services, National Archives and Records Administration, 8601
Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-
5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769.

Sincerely,

Michael G. Seidel
Section Chief
Record/Information Dissemination Section

Information Management Division
Enclosure(s)


mailto:foipaquestions@fbi.gov

FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all requests.
Part 2 includes standard responses that apply to requests for records about individuals to the extent your request seeks the listed
information. Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

@

(ii)

5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the requirements of the
FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI can
neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to requests for
records about individuals, PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(1), (b)(3), and (j)(2)]. The mere acknowledgment of the
existence or nonexistence of such records is itself a classified fact protected by FOIA exemption (b)(1) and/or would reveal
intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 3024(i)(1)]. This is a standard response
and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

@)

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of any
individual’'s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a
(b)(7)(E), (j)(2)]- This is a standard response and should not be read to indicate that watch list records do or do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm nor deny
the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA exemption
(b)(3) and PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. This is a standard response and
should not be read to indicate that such records do or do not exist.

Requests for Confidential Informant Records. The FBI can neither confirm nor deny the existence of confidential

informant records pursuant to FOIA exemptions (b)(7)(D), (b)(7)(E), and (b)(7)(F) [5 U.S.C.8§ § 552 (b)(7)(D), (b)(7)(E), and
(b)(7)(F)] and Privacy Act exemption (j)(2) [5 U.S.C.8 552a (j)(2)]. The mere acknowledgment of the existence or nonexistence of
such records would reveal confidential informant identities and information, expose law enforcement techniques, and endanger
the life or physical safety of individuals. This is a standard response and should not be read to indicate that such records do or do
not exist.

Part 3: General Information:

(@)

(ii)

(iii)

(iv)

Record Searches and Standard Search Policy. The Record/Information Dissemination Section (RIDS) searches for
reasonably described records by searching systems, such as the Central Records System (CRS), or locations where responsive
records would reasonably be found. The CRS is an extensive system of records consisting of applicant, investigative,
intelligence, personnel, administrative, and general files compiled by the FBI per its law enforcement, intelligence, and
administrative functions. The CRS spans the entire FBI organization, comprising records of FBI Headquarters, FBI Field Offices,
and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR) records are included in the CRS. The
standard search policy is a search for main entity records in the CRS. Unless specifically requested, a standard search does not
include a search for reference entity records, administrative records of previous FOIPA requests, or civil litigation files.

a. Main Entity Records — created for individuals or non-individuals who are the subjects or the focus of
an investigation

b. Reference Entity Records- created for individuals or non-individuals who are associated with a case
but are not known subjects or the focus of an investigation

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this dual
mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on every
person, subject, or entity.

Foreseeable Harm Standard. As amended in 2016, the Freedom of Information Act provides that a federal agency may
withhold responsive records only if: (1) the agency reasonably foresees that disclosure would harm an interest protected by one
of the nine exemptions that FOIA enumerates, or (2) disclosure is prohibited by law (5 United States Code, Section
552(a)(8)(A)(i)). The FBI considers this foreseeable harm standard in the processing of its requests.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division provides
Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal history records
are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a listing of information taken
from fingerprint cards and documents submitted to the FBI in connection with arrests, federal employment, naturalization, or
military service. For a fee, individuals can request a copy of their Identity History Summary Check. Forms and directions can
be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks. Additionally, requests can be submitted
electronically at www.edo.cjis.gov. For additional information, please contact CJIS directly at (304) 625-5590.
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(b)(1)

(b))

(b)(3)

(b)(4)

b))

(b)(6)
(b)(7)

(b)(®)

(b)(9)

(d)(G)

0@

(k)(1)

K@)

K)(3)

(K)(4)

(K)©G)

(k)(6)

(K)(7)

EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information (A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1392348-0

Total Deleted Page(s) = 82
Page 13 ~ bl; b3; b7E;
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(U) General Information
(U Questions or comments pertaining to this policy guide can be directed to:

{17} Federal Bureau of Investigation Headquarters, (Mfice of the General Counsel, National
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marked with the following statement:

{17} This is a privileged document that cannot be released in whole or in part to persons or
agencies outside the Federal Bureau of Investigation, Department of Justice National
Security Diviston, or the Foraign Intelligence Surveillance Court, nor can it be
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{(U/FOT-Foreign Intelligence Survailiance Act and
Standard Minmimization Procedures Policy Guide

1. (U) Introduction

1.1, {U)Scope and Purpese

(U//FOBEL This policy guide (PG) applies to all information, communications, matesial, or property

that the Federal Buareau of Investigation (FBI} acquires pursuant to the Foreign Intellipence

Surveillance Act (FISA) (hereafter collectively referred to as “FISA-acquired information™}. As used

in this PG, the term “FISA-acquired information” inclades all information obtained pursuant to Titles P2
. v e b3

L 1, V, and VI of FISA | oog

C— I |

N
AN

(L) Section 702 certifications, inchiding the applicable minimization procedures, are rencwed on an annal basis. The
term "SMP-T03 therefore, refers to the most cwrrent set of procedures. When appropriate, this PG will be updated to
ensure consistency with the most current set of procedses.
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2. (U) Superseded Policies

(U;’fm"l”lae following polices have been superseded by the Foreign Intelligence
Surveitionce Act and Standord Minimization Procedures Policy Guide:
» (1) Policy Directive (PD) 0137D, Stairdard Minimization Procedures Implementation
Policy
o (UFORQY PD 0370D, Handling and Destruction of Unintentionally Acguired FISA
Information
o (Y PD 039D, Foreign Intelligence Surveillance Act (FINA} Accuracy
o (UTTFOEO] PD 04420, Procedures for Coordinating Implementation of Surveitiance of
LS. Persons Overseas with the National Securily Agency {which superseded Policy
Notice [PN] O121N, fterim Policy Providing Procedures for Coordinating
Implementation of Surveillonce of U.S. Persons Overseas with the National Security
Agency fNS4])
»  (UFFOEE) PD 0709D, Retention of Foreign Intelligence Surveillance Act (FISA)
Materials following Physical Search
»  (USFBEQY PD 0722D, Legal Requirements for Rovw Information dequived Pursuant to
Title T or I of the Foreign Intelligence Surveillance det (FIS4) |

bl

o (UMFOBOLPN 0674N, Inrerim Procedures for the Handling of Unminimized FISA b3
Section 702 Information Outside of Identified Electronic Data and Storage Svstems 4d PTE
Hoe Database Fxport

o sl |

o (L) Business Record Standard Minimization Procedures Policy Notive and Policy
Guide, 0042PG

» (U) Foreign Intelligence Surveillance Act (FISA) Accuracy, 0394PG

o () Foreign fntelligence Surveillunce Act Accuracy Policy Guide, 0394PG {which
superseded Electronic Commumication {EC] 66F-HQ-A 1247863 serial 30, “Foreign
tntelligence Surveillance Act, Procedures to Ensure Accuracy” (Aprdl 5, 2001); EC 66F-
HQ-CI384970 sertal 3228, “Accuracy in FISA Packages — Data and Electronic
Communications Review by Investigative Technology Division™ (September &, 2003},
and EC 00F-HQ-C1384970 serial 11796, “Accuracy in FISA Packages — Electronic and
Data Communications Review” (July 15, 2004)

o (U Foreign Inmelligence Surveillance def (vercotlection Policy Guide, 0370PG (which

superseded subsection 4.7 2. of the Guddance on Intelligence Oversight Roard (FOB}
Matters Policy Guide, 0188PG)

*

(U Starderrd Minimization Procedures Policy Guide, 0137PG
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3. (U) Roles and Responsibilities

(/NH
\

\ bl
b3

b7E
Authorized Users
o (L/TOB8Receive the legal traiming required in Section 4 of this PG and keep
documentation of their completion of required courses.
. H) Comply with the SMPs with respect to FISA-acquired information,
e«  (U/POBEComply with all policies and procedures within this PG
e (SINE I
~C bl
b3
b7E

3.1 (UTOEES Primary Case Coordinators/Case vianagers

o

* (U//FOTET Receive the legal aiing required M soviitis A Of TS PG,
o (UTTOEQ) Comply with the SMPs with respect to FISA-acequdred information.

o sNey |

bl

\ s
AN
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~ b1
b3
b7E
—~
/

. (Uﬁfhla?@j Destroy, with proper authority documentation, any FISA overcollection
existing at the field office (FO) within pf discovery and coordinate with FBI bl
Headguarters (FBIHQ) component and/or NSD Ol to destroy any material in FBIHQ b3
and/or NSD Of custody. b7E

—
(2]
/

SECRE
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y (. b7E
. (S ‘NEI

~
\
\
\
-
{L7TOTOIn addition [0 the above responsiDIBes, a Primary Case ageni/prunary case

coordinator/case manager must comply with all other applicable responsibilities and proceduores
articolated in this PG. For more information and a detailed description of the roles and

responsibilities of primary case agents/primnary case coordinators/case managers, see subsonlion
5.1 and subsection 7.1 1 of this PG

3.3,  (U/FOteRAdditional Case Coordinators, Linguist Case Coordinators, Designees,
and Responsible Parties
{Q:”]"ﬁl\
bl
b3
b7E
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(S/INE]

bl

b3
\ b7E

(U} Complying with alf other applicable responsibilities and procedures
articulated in this PG.

(U/FOSQ) For additional information, see subsection $.1.2.

(/|

bl
b3

\ b7E

N

(U/AFOB0) For additional information, see subseotion S.13.

3.4.

-

{U/FOB-Field Office Supervisory Special Agents

(UFFOBO-FO SSAs must oversee FO squads that have responsibility for FISAs, and must:

1.

¥

ik

(U/TOTE-Obtain legal training, as required in

(U L1 Ensure that all personnel under their supervision who work on national
security matiers, assist with the preparation of FISA apphcatmns or handle FISA-~
acguired information also recetve training, in accordance with Sectien 4.

(ur

4 of this PG.

Read and become familiar with SMPs and FISA accuracy procedures and

promme compliance ont their squads,

FFor-Read and become familiar with this PG and promote compliance on their
sqmd< Of particular impontance, FO SSAs are reminded to
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. (SﬂNEL Sj

|63
¢ AN | p7E
J N

L ] \

3.5, (UABHOTChief Division Counsel

{UAFOEOS CDCs are legal counsel for FOs. Use of this term throughout this PG includes
associate division counsel {ADC) as well. A CDC 1s responsible for ensuring famibarity and
comphance with this PG and must:

o (L/FOTHTObtain legal training, as required 1 Ssghiond of this PG

¢ (U/FOTOYProvide legal training on the SMP and accuracy procedures using the most
recent FISA training materials.
& ’ .l'f, 3 3
(S/ANY b1
b3
- ~_ b7E
. \

o (/A6 Consult with NSCLB and DOJ, as appropriate, in the event of a suspected
overcoliection and provide guidance, as necessary, to resolve the issue,

+ (W/POEOCondact accuracy reviews on an annual basis in accordance with GC
procedures and report all potentially material misstatements or omissions as specified in
this PG.

o (U/FOBOLParticipate with NSCLB and NSD OI attorneys in accuracy reviews during
scheduled FISA minimization reviews of FOs.

. (LWMCGm ply with any other responsibilities for CDCs included in this PG
3.6,  (U/FOBQ)Section Chief
{(U//FOBQYSCs are responsible for ensuring familiarity and compliance with this PG, In

addition, operational SCs are responsible for being familiar with all applicable responsibilities
listed in this PG.

3.7, (U//FOUQ) Assistant Special Agent in Charge (ASAC)
(LTFOTOTASACs are responsible for ensuring familiarity and compliance with this PG,
3.8, U/ FB(Q) FBI Headquarters (FBIHQ) Operational Units

(UPEEE3 SSAs, special agents (SA), intelligence analysts (IA), detailees, and task force
members who are assigned to FBIHQ units handling FISA material must:
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» (UFPOTEE-0Obtain legal training, as required in Sgongnd of this PG,

o (UTFOUS-Ensure that all personnel ander their supervision who work on national
security matters and assist with the preparation of FISA applications or who handle
FISA-acquired information also obtain training, in accordance with Sogtion 4 of this PG

o (/FOEOLRead and become familiar with SMPs and promote compliance in their units.

s  (UAFOB03-Read and become famibiar with this PG and promote compliance in their
units.

s (UFOEO-Resolve disputes over markings or disseminations of FISA-acquired

information expeditiousty, consistent with program management responsibilities.
- bl

. (Sa" I ' b3

b7E
3.9,  (U/ASHEBIHQ Unit Chiefs
() FBIHQ UCs must:
o (UJTFOTOObtain legal training, as required in Section 4 of this PG,
» (U/POEO3Epsure that all personnel under their supervision who work on national
security matters and assist with the preparation of FISA applications or who handle
FISA-acquired information also obtain training, in accordance with Sextion 4 of this PG,

» (U/FOEQLRead and become familiar with the SMPs and FISA accuracy procedures and

promote compliance in their units.

o ({UHFFEEOYRead and become familiar with this PG and promote compliance in their

units.

o (S/NF bl
b3
b7E

3.10. (UAEOLO)} National Security and Cyber Law Branch (NSCLB)

{1) NSCLB must:

Ly FGE@TObtd] n legal training on the SMPs and this PG,

Ho-Provide legal training on the SMPs and accuracy procedures, apon request of
dumw scheduled FO visits, and update such training, as necessary.

(SNEL b1

b3
b7E

ﬂ—é}l:r(ﬂ’)'i' cordinate with FBI Digbongd SoGuily Braned (Dlak ), Lnmanal, Uvber,
Rx,bymmx sud Services Branch (CORSR), and NSD O1 to develop and mai ntam a
process to monitor compliance with the SMPs and periodically audit activities and
procedures required by this PG.
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o (U/FOTSS Identify and analvze poteniial risks of SMP-related noncompliance, in
coordination with NSB, and determine whether changes or updates are negeded to this PG
or to systems that contain FISA-acquired information in order to minimize the potential
risk of SMP-related noncompliance, after considenng the impact these changes would
have ont FBI operations.

¢ (U/FOEMaintain this PG, in consultation with NSB and CCRSB, to ensure that it is
consistent with the SMPs and with the FBI's operational needs. Incorporate any changes
required to reflect new direction from the FISC or other legal authonities immediately.
For all other changes, consider and, when appropriate, incorporate the suggested changes
to this PG twice yearly.

. (SUNH

+ ({U/ASE0-Submit, on a guarterty basis, the NSB report of the accounting of the namber
of foreign disseminations of FISA-acquired information concerning United States bl
persons (USPERs) to the AG through the NSD OL b3

b7E
»  (UTOE0LReview FISA accuracy forms for completeness, concurrently with the legal
review of FISA applications.
» (U/TOEOParticipate with NSD OI attorneys in accuracy reviews during scheduled
FISA minimization reviews of FQOs.
oSy
*| \
» \
bl
b3
b7E
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312, (U0t Systems Administrators b7E

(S/Nd
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8. (U/FOEE3Ensure that has access to all FISA 702-acquired information ir

{except for specific case classifications authorized for prohibited access).

o (simd b1
b3
b7E

3.13. (U/FOEQ)

e

bl

b3
b7E
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4. (U) Training

(U/FOEOS All FBI personnel, including contractors, task force officers (TFOs), and others
operating under FB1 supervision and control, must complete training as follows:

» (U/POEQ) FISA Applications: FO and/or FBIHQ personnel whose work involves
national security matters must complete FISA accuracy training prior to drafting or
assisting with the preparation of FISA applications. Training may be provided by CDCs
or NSCLB, or through Virtual Academy {VA).

; Raw F‘ISA I}ata \ii persmmel must be named on the I7 IS A \\IP

Secn on 702 Reienuon 201 i course 1n VA, pﬂ or to bezng, gn en access to, imndlmg, or
using raw, unminimized FISA-acquired information 1 any way.

o (Uropef I

JIFOTOrhke most curvent FISA training materials are available on the NEULB Intrans site

and must be used by CDCs and NSCLB for live training. An FO 15 exempt from live traiming by

the CDC if training was conducted by NSCLB or the NSD O] during an FO review within the
last two years.

b7E

b7E
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5. (S/INK

5.1, (U/FOBOLase Manager Roles: Case Coordinators, Case Managers, and
Designees

{U/TFOBO AL the renewal and closing of a FISA order (including the decision not to renew),

" el =
primary case coordinators must complete any required documentation with respect to the use of
certain (see the NSOLE Inranet siie for guidance).

51,1 (U/FOHQ) Primary Case Coordinator/Case Manager

e

bl
b3
b7E

bl
b3
b7E

bl
b3
b7E

b7E
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5.1.1.1. {8/ | |

{S/N
< |
bl
b3
b7E

) 8
bl
b3
3II3. \ b7E

\ \

(UFFOL0L The primary case coordinator is also responsible for fulfilling all additional case
coordinator roles set forth in subsection 5.1.2.
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AN

52,  (U7FOtEE3Befinition of Raw FISA-Acquired Information

bl
b3
b7E

{8/

/ 1)/

{1y The FISA statute, 30 U.S.C. § 1801{e), defines FH as:
“{1) information that relates to. and if concerning a United States person is necessary to, the abilifty of the United
Stafes o profect againsi-
(A actima] or potentiad attack or other grave hostile acts of a foreign power or an agent of a forign power
(B) sabotage, international ferrornsin, or the iternstional profiferation of weapons of mass desiniction by a
forcign power or an agent of a fornign power; or
{O) clandestine intelligence activities by an mielligence servige or network of a foreign power or by an agent
of a foreign power; or
{2y information with respect to a foreign power or foreign territory that relates to, and if concerning a United
SIRtes person IS necessary -
{A) the mational defense or the seowrity of the United States; or
{B) the conduct of the foreign aifairs of the United States.”

bl
b3
b7E

bl
b3
b7E
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Standard Minimization Procedures Policy Guide
(Nf*b.L

(&’?‘F&E@}-Us&rg v contact NACT R with anv goesiions

5.4.1.6.

(S//NY

bl

N

b3
b7E

5.4.2 {U/AOHE8 Other “Approved™ FBI Systems
I
{(SIANE
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b3
b7E
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.6, ] 0 Markinoes
(/AN
bl
b3
b7E
5!6‘&‘!'
(S-’{N\
bl
b3
N b7E
5.6.2. L/ Types of Markingy
{Sﬁlf}ji R ."
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b7E
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e {8/
. ~~ bl
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= b7E
(ST
bl
-d 3 il b3
563, (L/TO00 Workflow Markings b7E
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b3
5.6.4, {S//NY b7E
57. (U/FOBOMarking Policy s

571 {(UAFOHO€ase Coordinators and the Application of Minimization Markings b7E

(SINE
N
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874, (S/NK
bl
b3
~ b7E

S~
3.8, (U/FOEQ)Systems and Storage Areas to Which Marking Policy is Applicable
{S/IANE]
~~
bl
b3
b7E
~
\ bl
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b7E
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(S//NEF bl
b3
b7E

\
\
5.9.2. (U/E0) Definition of Dissemination for the Purposes of the Standard
Minimization Procedures
{S/INE
bl
b3
b7E
\
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\
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59.3.6. (U/HOEOTFISA Caveat

2 As a reminder. 3 dissemination inclades seriatizing/aploading information into another FB1 system fo which there
15 broad acoess (.., Sentinel).
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(L/TFOEQy According to the FISA, "No information acquired pursuant to [FISA] shall be
disclosed for law enforcement purposes ualess such disclosure is accompanied by a statement
that such mformation, or any information derived there from, may only be used in a criminal
proceeding with the advance authorization of the Attorney General" (50 U.S.C. §§ 1806 (b),
IB25(c), 1845(b})). The caveat requirement applies to both USPER and non-USPER mformation.

(U/TFSRQ) Accordingly, any dissemination that contains FISA-acquired or FISA-derived

information must include a prominently placed statement that, at a mintmum, provides that the
information mayv not be used in a criminal proceeding without the advance authorization of the
AG. For approved caveats, please see the NS{UL B Iniraner gite.

bl

8.98.3.7. (S/A- b3
b7E

(U/7Fe8L0] For pollties and procequies governing the dissenunauon o] FISA Injonmanon

to foreign governments, consult the fureian Bisseminetion of Chosified Information Palicy

Lenfde, Q7E3PG.

3938 (SM‘

™~
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5.9.3.14. (sﬂ'\‘d‘

\
\ bl

N

b7E

{U/TPORQY I a disk of raw FISA-acquared information 1s provided to a prosecutor, the disk must
be marked clearly with a FISA caveat.

\

[
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(U//FOseyRoreign

{S/ANE] bl
b3
b7E

511 (U/AFOT 0T Retention Policy
5.101LL (U/TOFGLAccess

(SYNF)

bl
b3
b7E
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N b1
b3
b7E
\
~
~——
\
~
5117, (U) Information Retained in Connection With Litigation Matters
14 e NS bl
i4 (Q’N*\ b3
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{U) When ELSUR/PHYS or FISA 702-acquired mformation is reasonably believed to be
necessary for or potentially discoverable in litigation matters, the FBI may temporarily retain the
information that would otherwise have to be destroyed under the SMP retention requirements.

[When a decision is made to retain

products for litigation purposes, the systems must identify the specific information to be retained
and must ensure that the information is only made accessible to personnel connected to the

particular fifigation matter. NSCL
which the information 15 retained

B and the Littgation Branch will document the litigation for

51518, (8/NE

b7E

b7E
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(/NN

512, (U7AFEEQ) Logs and Indices Eliminated
N
N

{17} Per the SMPs, the FBI may disclose FISA-acquired information, including raw FISA-
acquired information, and information derived therefrom to federal prosecutors and others
working at their direction for all lawful foreign intelligence and law enforcement purposes. Any

P T N 3 RN
fhaicde, DRIGPG

{S/NK
T~
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b3
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L (Sf’f’N{{
bl
b3
b7E
8.13.2. Tmergency Access for Federal Prosecutors
(kj ¢ - -
bl
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b7E

2133, (U7FOHESAccess for National Security Division Personnel
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L/

FOT)-Definitions and Background

e
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b7E
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(VPRI OF agenis Of analysis, CONIAact IR prinary Case Coordimaton § 9on.

PO -Eor linguists, contact the assistant SC, Lansusce Services Seotion (LSS),
bl

b3

o (UMPOBOYFor attoreys, contact the UC forl_____INSCLB, b7E

5.14.3. (U/AOHOYStep Two: Database Access
{SIANE

[/ /

/

B (UAROBET he required training is addressed in thel b7E
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515, (U//FOLQ) Downloading, Handling, and Storing FISA Intercept Media for Use as
Original Evidence

(UFFOBOFLSUR conducted pursuant to FISA may be used in judicial or administrative
proceedings in certain circumstances. Tlhis includes FISA-acquired information obtained it
counterterronsm investigations. The below procedures ensure that FISA-acquired mformation
that has been downloaded from an FBI collection system to archival removable (portable) media
for the purpose of a judicial or administrative proceeding meets the standards for admissibility in
such a judicial or adnmunistrative proceeding.

{LUFFOBEQL FISA-acquired intercepts that are downloaded from an FB{ collection system to such
media must be treated as onginal evidence and must be submitted to, and maintained in, the
ELSUR evidence control room (EECR) to ensure integrity and authenticity. FISA-acquired
intercepts that remain on an FBI collection svstem or an online storage system continue to be
subject to controtied access and will be maintained in a manner that ensures integrity and
authenticity.

(U7FOB0) Al FBI personnel (including task force personnel) who handle, access, andfor
process FISA-acquired intercepts that have been downloaded from FBI collection systems to
archival-removable media must ensure that these downloaded intercepts are processed,
maintained, and stored in a manner that protects the integrity, authenticity, and appropriate
classification of the original intercepts. This entails properly labeling and marking the
classification of the media, which inclades a FISA caveat or banner; establishing a chain of
custody by using the FD-504 “Chain of Custodyv - ELSUR Evidence Medium Storage

bl
b3
b7E
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Envelope”; creating an FD-1087 “Evidence Log” in Sentinel; and entening the media into
ELSUR storage by placing the media in the EECR and marking it as “FISA”

(U} If an EOT receives a FISA-acquired intercept download request, the EOT must download the
requested recording from the FBI collection system maintained in the FO to archival removable

media, unless the ASAC designates another individual from the FO to assume this responsibility.
The EOT or ASAC designee must:

o (L) Mark/abel archival removable media and inctude the proper classification and a

FISA marking.
e (UJ) Establish an FI>-504 “Chain of Custody —~ ELSUR Evidence Medium Storage

Envelope™ by filling out the “Accepted Custody” section (enter “Data Download™) and
fill out the “Released Custody™ section of the form and include the proper classification
and a FISA marking.

s (U Create the FD-1087 “Evidence Log™ in Sentinel.

Storage Envelope,”™ and submit it to the EECR.

e {1) Notify, if necessary, the case agent and Central Monitoring Plant (CMP)} manager
that there i an interception, collection, recording, or download-related issue or concern,

e (U} Send the media to the office of origin {(O0) by an approved courier when the
requesting agent is focated in an FO that is not the 00,

e () Coordinate with case agents and dispose of downloaded FISA media when the FISA
£

“Fedoral Bureau of Investication IMsposition of Foreizn Inntlivenee AL T (FISA)
BLSUR Media "

(L/TFOTOFhe case agent must:

+ (U/7POBSBocument, in an uploaded/serialized record in the case file, any known
technical, recordation, download, duplication, and/or review-related issue or concern and
notify the CMP manager by e-mall if there is a concern about ost collection.

» (U/FOE03 Ensure that all FISA-acquired intercept collections downloaded to archival
removable media are processed and treated as original ELSUR evidence.

» (U/POEQ) Ensure that for each court order where such FISA-acquired intercept
evidence is downloaded, the media is properly classified, has a FISA marking, and has
been submiited to the EOT for storage in the EECR.

» (U/FOEQLDocument, in the case file, the reason for the downloaded FISA-acquired
intercept recordings and duplicates, their dissemination, and their disposition.

bl
516, (SN E:E
516,11, (U) Scope

(1) This policy applies to service of all types of FISA orders {1.¢., emergency, physical search,
ELSUR, PR/TT, or business records orders).

54
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(S/NE) b3
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£.16.2.7.  (UTEESDestruction of FISA Ovders and Other Related Materials
bl
b3
b7E
5.16.3. (L) Specific Procedures for Serving FISA Orders
(UFFet0). Service of FISA orders can generally be broken down into two categories: (1)
service on an ECSP (i.e,, telephone companies or ISPs) with whom the FBI has an established
relationship and (2} service on all other parties, inclading Jandlovds, botels, businesses, and
smaller communications companies that do not regularly receive service of FISA orders.
Different procedures apply, depending on the type of recipient.
5.16.3.1. (ﬁ/ﬂM&rvice on Electronic Communications Service Providers With Whom
the FBI Has an Established Relationship
b1
b3
b7E

/

/
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The MSCLE Intiangl site contains a standard letter that may be provided to the
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6. (‘117"\“]4\ 1;

b7E
6.1, (U/FEHEQ)LAd Hec (Temporary) Systems
6.1.1. _ (U7FOHEQ) Overview
{SAM
bl
b3
b7E

6.1.1.1, {1} Definition

{'Q,’ngl
bl
b3
b7E
~
6.1.1.2, (L} Reguirements for and Limitations on Use
\
bl
b3
b7E

B A1) See subsections 3.2.. 314, and 3.1, for an introduction to this concept,

63



(U/TOE0y Foreign Intelligence Surveillance Act and b3
. YL Le e R b7E
Standard Minimizagion Procedures Polioy CGide

{U/TFOEENote that the rules regarding access by prosecutors to ad hoe systems are the same as
for access i See subsoctinn S 130
6.1.1.3, {U7) Additional Requirements

(UATEE0S A nonexhaustive list of FBI systems, including ad hoc systems, can be found on the
MSCLE ntumual site.

mnﬁgd

(L) FOr addiional guidance on reguirements and DEst practices, reier to e NoU LB Intranet site.

6.1.2. (U} Analysis and Queries of Raw FISA-Acquired Information bl
b3

{1} Users who are authorized to have access to raw FISA-acquired information in an ad hoe p7E
system may analvze the data to find, extract, review, translate, and assess whether the

information reasonably appears to meet the minimization standard. Any queries of datasets that
contain raw FISA-acquired information in an ad hoc system must be designed to find and extract
FI or evidence of a crime.

{SNF
~ b1
b3
b7E
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(/AN

6.1.3. (U} Dissemination, Disclosure, and Compliance

(1)) Ad hog svstems ave subject to the dissemination, disclosure, and compliance provisions
governing such as those contained in suhsection 58, and subseotion 318 (See also
Sections 1V and V of the SMP-BELSUR/PHYS )} b7E
6.1.4. (U} Retention of FISA-Acquired Information

{U) The FBI may retain raw FISA-acquired information concerning unconsenting USPERs in an

ad hoc system in order to determine whether the information reasonably appears to meet the
minimization standard. as follows:

s {8/

bl
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bl
6.1.5. (S/NHL b3
b7E

N

[/

(L)Y FBI personnel must consult as appropriate with CDCs, OGC, or NSD to determine whether a
communication is privileged.

6.2. {S/NE

U
s
P

N b2

|b7E
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7. (U VISA 702: Special Considerations

7.1, {U) Introduction

{1) The FISA Amendments Act of 2008 created a new legal framework for the acquisition of
foreign intelligence by targeting non-USPERSs located outside the United States without an

individualized cowt order. These procedures are detailed in SO ULS.C. § 1881a and are bl
commonty referred to as “Section 702.7 As is the case with other provisions of FISA, a b3
significant purpose of the Section 702 targeting must be to obtain FIi. b7E

f‘lﬁﬁﬂll

/

/
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\ bl
b3
b7E

N

\

\

~

7.2.  {U) Presidential Policy Directive 28
b7E

7.3, {U) Legal Standard to Request FISA 702 Coverage
b7E

7.3.1. (U//FOHOY Foreignness Determination

""" R b1

b3
b7E

# (1) The FISA statute, 30 US.C. § 18010), defines the term “U.S. person” as:

o (INDAUS citizen

« (L) Ap alien lawfudly admitted for permmoent residence ("permanens ressdent” or “green card holder™).

« (1" An unincorporated association a substantial number of members of which are U.S. citizens or

perpwnerg residents.

o (D AUS comomtion
{1} The term “U.8. Person” does not include 118, comporations or associations that are “Toreign powers,” as defined
N30 ULS.C § 1IBO1ax 1-{3) (e, those that are foreign governmends or components, factions of o foreign nation
that are not substantially composed of U.S. persons, or entities that are openly acknowledged by a foreign
government 1o be directed and controlied by such foreign governmenis),
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\
7.3.2. (U/FOH-Certifications
{(SHNE
bl
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b7E
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~
\
\

7.3.3. (U/AOH8yPrehibitions
7.33.1. (U/FOB0)Reverse Targeting

(Lo Reverse targeting” is defined as targeting a non-USPER who is reasonably believed
to be located outside of the United States with the true purpose of acquiring communications of
either (1) an USPER or (2) any individuaal reasonably believed to be located inside of the United
States with whom the non-USPER is int contact. The FISA statute, 50 U.S.C. § 1881{a)b)(2},
awdd The Avtorney General's Guidelines for the Acquisition of Foreign Inelligence Surveillance
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Information Pursuant 1o the Foreign Intelligence Surveitlance Act of 1978 {as amended)
expressly prohibit reverse targeting,

{(S//NK
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< (SNF
~ bl

b3

~ b7E
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7.4.1. {(L/AFOH1 Required Database Access

(SINE

bl
b3

{UAFOHSFBI personnel seeking access to | b7E

| | In addition, these personnel nust
complete the QGC-provided training on the changes made to the in May 2016.

{ L.W?FGHQ&)-AK' users, including supervisors and legal reviewers, also must

successfully complete the| | prior to gaining access to BTE
|Additionally, these users must complete refresher training every two vears.

(UAPEEe-Atter completing the required course(s), a user must submit a System Access
Request (SAR) via the Entorpuise Process Antomation Svstem (EPAR). EPAS will route the
request t vhich will create f__— Tccount for the user.
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7.4.2, (S/NH.
™~ bl
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7.4.3. (U083 Required Subfiles
(SIANE|
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7103, (U) “Reamer” Provision Exception

(U} Notwithstanding the other provisions of this section, pursuat 1o the U.S A, Freedom Act (50
U.R.C. § 1805(1)), the director or head of another IC element may approve the continued
targeting of a non-USPER previously believed to be located ountside the United States for up to
72 hours from the time that the non-USPER is reasonably believed to be located inside the
United States, provided that the divector or head:

¢ (1) Reasonably determines that a lapse in the targeting of the non-USPER poses a threat
of death or serious bodily harm to any person.

o (L) Notifres the AG of the intent to continue targeting.

e (U) Requests, as soon as practicable, the emplovment of emergency ELSUR or physical
search as described in S0 US.C. § 1805(f).

{U) Any information obtained pursuant to this authority must comply with the minimization b7E

requirements contained in 30 U.S.C. § 1B0S(f). Any case manager, responsible party, or designee

seeking to continue collection under this provision must immediately notify and consult
with NSCLB.
712, (S/INEF
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7.13.4.  (UTFOVQLEISA Caveat and Special Markings for FISA 702 Material

(U/7POBQ Any document or other media containing FISA 702-acquired information must
include the standard FISA caveat, as set forth in guhsecton 713 8
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(U/7F803For policies and procedures governing the dissemination of FISA information

to foreign governments, consult the fForeipn Sissemineiion of Classtiied Information Policy

Grde, G7RAPG

7439, (S/NF
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8. (U) Electronic Surveillance: Special Considerations
8.1,  (S/NE]
S~
\ bl
— b3
b7E
~—
~
\
\
8.2, (SHNE)
8.2.1. (U/FOH0T Scope
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9, (U//FOHQ). Business Records: Special Considerations

. |
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93.  (UFOBE)Review for Overproduction
{S :,E ”?NE
bl
b3
b7E




S VPR LN MO SN . bl
(U//FOT0y Foreign Intelligence Surveillance Act and b3
Standard Minimization Procedures Policy Guide b7E
{5/
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94, (U Marking and Storage of FISA Business Records Returns
(SN bl
b3
b7E
\

# For example, & bank stalement covering time periods outside the dates provided by the BR would not be an
overproduction because # is @ preexisting document, and that is how the bank keeps its records.
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{LITFOE0Hn addition, digital evidence must be handled according to the Digdigd Kvidence

Podicy (e, 083UPG.

9.4.2, {S//8E
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10, (U/7TFOHEQ) Physical Searches: Special Considerations

18,1,  (U/FOBQ) Handling of Information/Items Obtained Pursuant to FISA Physical
Search
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(Uf;"PG{-‘SHH addition, digital evidence will be handled according to the Degiied fddence

Sadoy Directive ard Polioy Ceide (BE301PCH
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12. (S/INP
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125 (1) General Principles
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(S/NN
122, (/OO Dissemination
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Overcollection of FISA Material

(U/FFOB03 A FISA overcollection occurs when information is acquired outside the scope of a
FISA order, FISA warrant, or other FISA authority (i.e., Section 702 or 705(b) of the FISA
Amendments Act). In the business record context, an overcollection also may be called an
“overproduction.”

(U/FOBE)-This policy only applies to information acquired pursuant to FISA authority *° It
does not apply to overcollections resulting from: NSLs or criminal process such as grand jury or

trigl subnoenas

(SN
b1
3
13.1.  (U) Preventing FISA Overcollections b7E
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13.2. (U) ldentifying FISA Overcollections

(mosal

13.3. () Notifications
(LTTrOBoH-
13.3.1.  (U) Initial Notification
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(VRS0 b7E

13.3.2.  {U) Notification of Destruction of Overcollection

(UTFoTey |
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13.4. (U) Reporting Potential 1OB Matters
(UFoNQ) |
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13.5, (U) Handling of Overcollected Material
rumsE] b1
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13.6. (U) Sequestration
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3.7, (Ul estrucuon
N
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13.7.1. (1)) Authorization for Destruction b3
4 b7E
(SR
13.7.2,  {U) Method of Destruction
13.7.3. (U} Destruction of Classified Materials
{UFFOERS The destruction of FISA overcollections must conform with current FBI policies, as
articaiated in the PD QSO0R, Dlesiruciion of Chesedfiod gnd Senwitive Adoreriad, for the destruction
of classified material. Any gquestions with regard to the proper destruction of classified material
showudd be directed to the local FO security officer.
{LUTTFOEOS FO SSAs are responsible for ensuring that subordinates follow the policies for
purging overcollected FISA-~acquired information and keeping written records of approvals in
the appropriate electronic and paper case files.
13.7.3.1, (V) Destruction of Material in Field Offices
e bl
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(L/reEy

13.7.3.2.  (U) Destruction of Materials at FBIHQ

b7E

b7E

13.7.3.3.  (U7) Destruction of Materials in the Possession of the NSD O}
(UFTEOY

+

13.8. (U7} Retrieving Overcollected Information That Has Been Disseminated

(UAROL0L |

13.9. () Technical Assistance

(U/Fosey

b7E

{ ‘%f';*-ﬁi; $ |

bl
b3
b7E




~ i

(UTFORQ) Foreign Intelligence Surveillance Act and
Standard Minimization Procedures Policy Guide

bl
b3
b7E

(Lo [

13.10. (V) Other Assistance
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14, (U/FOEQ) Accuracy

14,1, (U/FOBQ) Paramount Importance of Accuracy
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14.2. (UTFOEQ) Scope
(S,
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14.3. (UAOE0) Procedures to Ensure the Accuracy of FISA Applications
14.3.1. (SINK
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Appendix A: (U) Emergency Disclosure of FISA-Acquired
Information to Other Government Officials
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Appendix B: (U) List of Higher Authorities

(UFFOEE3Below are links to various higher or related legal authorities referenced throughout
this PGr

» (U) Swrdard Minimization Procedures for FBE Flectrowic Surveillance and Physical
Search Conducted Under the Foreign Intelligence Surveillance Act (signed May 17,
2016, effective August 15, 2016)

SHNF) Minimization Procedures Used by the Federal Bureau of Investigation in
Connection with . deguisitions of Foreign tntelligence tnformation Pursuant to Section
702 of the Foreign Intelligence Surveillance Act of 1978, as amended (November 13,
2013}

o (L) Federal Bureau of Investigation Standard Mimmization Procedures for Tangible
Things Qbiained Pursuomt to Title V of the Foreign Intelligence Surveitlonce Aot (March
7, 2013)

o (1) Gates Procedures (March 29, 2013)
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J. Edgar Hoover Building
935 Pennsylvania Avenue, NW
Washineton, DC 20535
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